*^ (12) INTERNATIONAL APPLICATION PUBLISHED UNDER THE PATENT COOPERATION TREATY (PCT) 



(19) World Intellectual Property Organization 

International Bureau 

(43) International Publication Date 
6 December 2001 (06,12.2001) 




PCT 



(10) International Publication Number 

wo 01/92988 A2 



(51) International Patent Classification^: G06F 

(21) International Application Number: PCT/USO 1/17 107 

(22) International Filing Date: 25 May 2001 (25.05.2001) 

(25) Filing Language: English 

(26) Publication Language: English 



(30) Priority Data: 

09/587,213 



I June 2000 (0 1 .06.2000) US 



(71) Applicant: LOCATE NETWORKS, INC. [US/US]; 
5250 Carillon Point, Kirkland, WA 98033 (US). 

(72) Inventor: CLISE, William, E.; 1849 NW Roundhill Cir- 
cle. Seattle, WA 98177 (US). 

(74) Agent: TULLETT, Rodney, C; Christensen O'Connor 
Johnson & Kindness PLLC, Suite 2800, 1420 5th Avenue. 
Seattle, WA 98101 (US). 



(81) Designated States (national): AE, AG, AL, AM, AT, AU, 
AZ, BA, BB, BG, BR, BY, BZ, CA, CH, CN, CO, CR, CU, 
CZ, DE, DK, DM, DZ, EE, ES, Fl, GB, GD, GE, GH, GM, 
HR, HU, ID, IL, IN, IS, JP, KE, KG. KP, KR, KZ. LC. LK. 
LR. LS. LT, LU. LV. MA, MD, MG. MK, MN, MW, MX, 
MZ, NO, NZ, PL, PT, RO, RU, SD, SE, SG, SI, SK, SL. 
TJ, TM, TR, TT. TZ, UA, UG. UZ, VN, YU, ZA, ZW. 

(84) Designated States (regional): ARIPO patent (GH, GM, 
KE, LS. MW, MZ, SD, SL, SZ, TZ, UG, ZW), Eurasian 
patent (AM, AZ, BY, KG, KZ, MD, RU, TJ, TM), European 
patent (AT, BE, CH, CY, DE, DK, ES, FI, FR, GB, GR, IE, 
IT, LU, MC, NL, PT, SE, TR), OAPI patent (BF, BJ, CF, 
CG, CI, CM. GA, GN, GW, ML, MR, NE, SN, TD, TG). 

Published: 

— without international search report and to be republished 
upon receipt of that report 

For two-letter codes and other abbreviations, refer to the "Guid- 
ance Notes on Codes and Abbreviations'* appearing at the begin- 
ning of each regular issue of the PCT Gazette, 



(54) Title: METHOD AND APPARATUS FOR WIRELESSLY DISABLING ELECTRONIC DEVICES 



< 

00 
QO 
ON 

ON 




RF SENSmVE AREA 
(BLASTING, GAS STATIONS, ETC) 




BLUETOOTH 
TRANSCEIVER 



(57) Abstract: A system for remotely controlling the operation of electronic equipment. A wireless broadcast tranceiver commu- 
nicates with electronic devices having corresponding wireless reception transceivers. The wireless broadcast transceiver transmits 
signals which inform the electronic device that it is not to operate within a specific zone or during a particular time. The wireless 
transceivers are preferably compatible with the Bluetooth'"*^ wireless communication protocol that operates within a limited range 
using low power In one environment, the transceivers disable electronic equipment on an aircraft during take off and landing. 



BNStXXIO. <WO ^0ig298aA2J_> 



wo 01/92988 



PCT/US0l/l7107 ' 



METHOD AND APPARATUS FOR WIRELESSLY DISABLING 
ELECTRONIC DEVICES 
Field of the Invention 
The present invention relates to electronic systems, and in particular to 
5 systems for remotely prohibiting the use of electronic devices. 

Background of the Invention 
In many locations, it is undesirable or dangerous to operate electronic 
devices. Examples of such locations include blasting areas, in aircraft during takeoff 
and landing, and in areas containing potentially explosive vapors, such as near gas 
10 pumps or in operating rooms. As the use of consumer electronic devices, such as 
personal computers, handheld computers, cellular telephones, pagers and portable 
dictating machines etc. become more prevalent, the likelihood that such devices 
could cause interference with sensitive communication systems or trigger an 
explosion increases. 

15 In the past, there has been no reliable method of ensuring that such certain 

electronic devices are not used within a sensitive area or during inappropriate times. 
Signs may be posted around RF sensitive areas. Similarly, announcements are 
typically made on aircraft informing passengers of the type of electronic devices that 
may be used and when. Both tliese techniques rely on the voluntary compliance of 

20 the device operators. Given this problem, there is a need for a system that can 
reliably ensure that the use of electronic devices can be controlled in dangerous 
environments or at specific times. 
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Summarv of the Inventioa 
The present invention comprises a low power wireless transceiver that 
communicates with one or more electronic devices in order to cause such devices to 
become disabled in RF sensitive areas or during times when the operation of such 
5 devices is prohibited. La the presently preferred embodiment of the invention, the 
wireless transceiver comprises a Bluetooth™ transceiver that transmits wireless 
signals to devices that also include Bluetooth™ transceivers. The present invention 
can be incorporated into aircraft cabins, to disable cellular phones or other electronic 
devices during takeoff and landing. In addition, the present invention can also be 
10 used in RF sensitive areas such as in blasting areas, aroimd gas pumps, operating 
rooms, etc., to ensure that electronic devices that enter these areas are disabled. 

Brief Description of the Drawings 
The foregoing aspects and many of the attendant advantages of this invention 
will become more readily appreciated as the same become better understood by 
15 reference to the following detailed description, when taken in conjunction with the 
accompanying dravvings, wherein: 

FIGURE 1 illustrates a wireless system for disabling electronic devices 
according to one embodiment of the present invention; and 

FIGURE 2 illustrates the use of the present invention in an aircraft; 
20 Detailed Description of the Preferred Embodiment 

The present invention is a system for remotely controlling the operation of 
electronic devices. As shown in FIGURE 1, an electronic device 10, such as a 
cellular telephone, pager, personal audio system, hand held computer, laptop 
computer or other portable device, is equipped with a low power wireless reception 
25 transceiver 12 that allows radio ft-equency (RF) signals to be transmitted to and 
^ received from the electronic device 10, In accordance with the present invention, a 
corresponding broadcast wireless transceiver 20 is located in an RF sensitive area 22 
in which it is desirable to control the operation of the electrbnic device 10. For 
. example, the RF sensitive area 22 may include blasting areas, gas stations, operating 
30 rooms or other environments where it is potentially dangerous to operate the 
electronic device 10. 

RF signals received by the reception transceiver 12 control the operation of 
the electronic device 10 such tliat when the electronic device is within range of the 
broadcast transceiver 20, the electronic device 10 becomes disabled. 
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In the presently preferred embodiment of the invention,- the 
transceivers 12 and 20 operate in accordance with the Bluetooth™ transmission 
protocol which is becoming a widely accepted standard for commxmication among 
electronic devices using low power radio frequency signals. Because the 
5 Bluetooth™ commvmications signals are transmitted using very low power, the 
potential that such signals will interfere with sensitive commxmications equipment or 
pose a hazard is small. The Bluetooth'™ communications protocol standard can be 
obtained from the Internet site www.bluetootkcom and is herein incorporated by 
reference. Numerous corporations such as Ericsson are currently developing 

1 0 Bluetooth™ transceivers that can be incorporated into a variety of electronic devices. 

Although the transceiver 12 is referred to as the reception transceiver, it will 
be appreciated that it preferably has the ability to transmit signals to the broadcast 
transceiver 20 as it receives signals from the broadcast transceiver 20. However, it 
will be appreciated that the present invention can be implemented whereby the 

15 transceiver 20 only has the ability to transmit and the transceiver only has the ability 
to receive. 

The wireless broadcast transceiver 20 preferably transmits a "do not operate" 
signal at regular intervals. The electronic device that is equipped with a 
corresponding reception transceiver 12 is programmed to disable itself upon the 

20 detection of a "do not operate" signal. The device 10 is further programmed to 
remain disabled while the "do not operate" signals are received. If a "do not operate" 
signal is not received within a predetermined time, the device 10 is free to operate. 

Alternatively, the wireless broadcast transceiver 20 may transmit "do not 
operate" signals when the operation of the electronic device 10 is prohibited and "ok 

25 to operate" signals when operation of the device is allowed. 

FIGURE 2 illustrates one specific example of an environment in which the 
present invention is utilized. Here, an aircraft 30 is equipped with the wireless 
broadcast transceiver 20 that communicates with one or more electronic devices 10. 
In particular, the electronic devices include cellular telephones, computers, electronic 

30 games or other devices that can interfere with the aircraft's communication and 
guidance systems. During takeoff, a pilot or other crewmember causes the broadcast 
transceiver 20 to transmit low power signals to each electronic device 10 within the 
aircraft, causing certain devices to remain disabled during certain time periods such 
as takeoff or landing. In addition, certain types of equipment such as cellular 

35 telephones, pagers or other radios may be disabled for the entire flight. The 
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broadcast transceiver 20 * can also communicate with electronic instruments 32 or 
devices that may be stored within a cargo compartment. The wireless broadcast 
transceiver 20 interacts with the devices 32 to make sure that they remain off during 
flight 

5 As can be seen, the present invention provides a simple mechanism for 

ensuring that electronic devices are not operated in RF sensitive areas or during times 
where the use of flie devices may be dangerous through the use of a low power 
wireless communication link. The present invention is not limited to prohibiting 
electronic device operation in RF sensitive areas or in airplanes. For example, the 

10 present invention could also be used in movie theatres, symphony halls, restaurants, 
churches, or other environments where it is desirable to limit the use of potentially 
annojdng electronic devices. 

While the present invention has been disclosed with respect to its preferred 
embodiments, it will be appreciated that changes can be made without departing from 

15 the scope of the invention. The scope of the invention is therefore to be determined 
from the following claims and equivalents thereto. 
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The embodiments of the invention in which an exclusive property or privilege 
is claimed are defined as follows: 

1. A system for remotely controlling the operation of electronic devices, 
comprising: 

a broadcast transceiver that transmits wireless low power signals to one or 
more electronic devices, wherein said signals indicate whether the electronic device 
may operate or not; 

a reception transceiver coupled to the electronic device for receiving the 
signals from the broadcast transceiver, wherein the reception transceiver interacts 
with the electronic device to disable it upon the receipt of a signal from the broadcast 
transceiver. 

2. The system of Claim 1, wherein the electronic device is a cellular 
telephone. 

3. The system of Claim 1, wherein the broadcast and reception 
transceivers transmit and receive sigEials according to the Bluetooth™ wireless 
protocol. 

4. The system of Claim 1, wherein the broadcast transceiver and 
electronic device are located in an airplane. 

5. The system of Claim 1, wherein the broadcast transceiver and the 
electronic device are in an RF sensitive area. 

6. The system of Claim 1, wherein the broadcast transceiver periodically 
transmits a signal indicating that an electronic device should not be operated and 
wherein the reception transceiver receives the signals and allows the electronic 
device to operate if a signal indicating the device should not operate is not received 
in a predetermined period of time. 

7. The system of Claim 1, wherein the broadcast transceiver transmits 
signals indicating that an electronic device may operate, and signals indicating that 
the device may not operate, wherein the electronic device is disabled upon receipt of 
a sign2il transmitted from the broadcast transceiver indicating the device should not 
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operate and enabled upon receipt of a signal transmitted from the broadcast 
transceiver indicating the device may operate. 

8. A portable electronic device, the improvement comprising: 

a wireless transceiver within the device that receives signals from a remote 
broadcast transceiver, the wireless transceiver disabling the electronic equipment 
upon receipt of a.signal from the broadcast transceiver to disable the device. 

9. The portable device of Claim 8, wherein the wireless transceiver 
communicates in accordance with the Bluetooth communications protocol 
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